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Course Overview

Digital media investigators are increasingly
expected to operate across complex and rapidly
evolving online environments. However, much of the
training traditionally provided in this field remains
basic, platform-specific, and insufficient for the
realities of modern investigations.

The Intermediate Digital Reconnaissance and
Footprint Analysis Course has been designed by
practitioners who have experienced these
limitations first-hand. Developed and delivered by
Sorinteq’s Digital Media Investigation Lead, the
course addresses real operational gaps by providing
enhanced skills, contemporary methodologies, and
current case studies aligned with today’s digital
landscape.
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This course builds upon existing training and
operational experience, equipping investigators with
the tools and understanding required to operate
confidently and effectively in complex digital media
investigations.

Who is the course for?

This course is designed for professionals who are already trained and
deployed in digital media investigative roles, including:

¢ Digital media investigators
* | aw enforcement and government investigative staff
Intelligence and OSINT practitioners
Corporate security and investigations professionals @

Analysts working in online harm, safeguarding, or attribution roles

Participants should have prior experience in digital media investigation and
be seeking to enhance and modernise their professional capability.



Course Content

The course delivers intermediate-level instruction and practical
application across key areas, including:
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Digital Reconnaissance Methodology

Structured approaches to identifying, scoping, and conducting
digital media investigations

Digital Footprint Analysis

Understanding how individuals and entities leave traces across
platforms, services, and media types

Platform and Cross-Platform Investigation

Analysing activity across social media, forums, messaging
platforms, and emerging digital spaces

Content and Behavioural Analysis

Identifying patterns, anomalies, and indicators of intent or
coordination

Use of OSINT Techniques in Digital Media Investigations
Enhancing digital media analysis with open-source research
methodologies

Operational and Ethical Considerations

Legal boundaries, proportionality, welfare, and investigator
resilience

Case Studies and Practical Exercises
Real-world examples and hands-on tasks reflecting
contemporary investigative challenges @
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Aims and Objectives of the
Course

By the end of the course, participants will be able to:

* Understand how digital footprints are created, maintained,
and exploited across platforms

* Conduct structured digital reconnaissance to support
investigative objectives

¢ |dentify and analyse online identities, behaviours, and
networks

* Correlate content, metadata, and activity across multiple
digital environments

* Apply enhanced investigative methodologies to complex and
ambiguous media scenarios

* Assess credibility, intent, and risk within digital media
contexts

* Produce clear, defensible investigative outputs suitable for
operational use
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Why Choose Sorinteq

Sorinteq delivers university-accredited, practitioner-led training
trusted by Government and commercial organisations. Our
Intermediate Digital Reconnaissance and Footprint Analysis
Course equips participants with specialist knowledge, practical
experience, and operational confidence.

Students undertaking courses provided by Sorinteq may earn
credits towards formal academic qualifications such as Post

Graduate Certificate, Diploma or MSc at the university of
Buckingham.

For further enquiries please email info@sorinteqg.com or call
Sorinteq on +44 (0)333 0063248.

Sorinteq provide all necessary training equipment including
laptop computers, internet connectivity, mobile devices and

training material. f
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