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Course Overview

As digital investigations become more complex,
professionals must move beyond basic search
techniques and develop technical, scalable, and
structured approaches to online intelligence
gathering.

The Intermediate I3 Course is delivered as a 7-day
blended programme, combining 2 days of guided
virtual learning with 5 days of intensive, hands-on
classroom training. This structure allows learners to
build essential technical foundations before applying
them in practical, real-world scenarios.

Building on foundational OSINT skills, the course
introduces Linux environments, code-assisted
research, automation, and advanced analytical
techniques, enabling participants to significantly
enhance the depth, efficiency, and sophistication of
their investigations.

Who is the course for?

This course is designed for professionals who already have experience in
OSINT or digital investigations and want to develop more advanced
capabilities, including:

* Corporate intelligence and due diligence professionals

* Fraud investigators and financial crime analysts

® Cyber threat intelligence and security analysts

* Digital investigators and research specialists

* Risk, compliance, and investigative teams @

Participants should have either completed a Fundamental OSINT / I3 course
or have equivalent practical experience.
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Course Content

Phase 1 - Virtual Learning (2 Days)
Structured remote sessions designed to build
technical foundations:
¢ Linux Fundamentals (Linux 101)
* Introduction to Linux systems and their role in
investigations
¢ Building a Secure Operational Environment
* Configuring and protecting investigative browsers
and systems
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Phase 2 — Classroom Training (5 Days)
Hands-on, instructor-led training focused on advanced investigative
capability:
* Working with Linux in Operations
Practical application of Linux tools
e \Virtualisation and Investigative Environments
* Creating secure, isolated research environments
e Advanced Social Media Investigations
* |nvestigating global and niche platforms including:
o WeChat, VK, Reddit, Discord, Threads, and emerging platforms
¢ Data Enrichment and Media Analysis
o Image, audio, and video analysis techniques
e (Code-Based OSINT Techniques
e Understanding and applying automation and scripting
® Using Al in OSINT Workflows

* Enhancing investigations through Al-supported tools

* Toolsets and Automation

e |everaging code-based tools for efficiency and scale

* Monitoring Online Threat Activity @
[ ]

Understanding how digital actors utilise tools and platforms
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Live Investigation Scenario [Capture the
Flag)

End-to-end investigation using Sorinteqg’s
virtual platform

Integrated Skills Application

Applying all techniques in a realistic
environment

Debrief and Performance Review
Structured feedback and learning
consolidation

Aims and Objectives of the Course

By the end of the course, participants will be able to:

Operate within Linux-based environments to support digital
investigations

Use command-line techniques to enhance and automate research
tasks

Build and maintain secure, resilient investigative environments
Conduct deeper investigations across a wider range of global
platforms

Analyse and enrich collected data using advanced techniques
Apply structured analytical thinking to support intelligence
development

Understand and utilise code-based tools and automation in OSINT
workflows

Leverage Al to support and enhance investigative processes
Improve efficiency, scalability, and accuracy in online investigation

Why Choose Sorinteq

is designed to bridge the gap between traditional OSINT and technical
capability, enabling professionals to conduct more advanced, scalable,
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Sorinteq delivers university-accredited, practitioner-led training trusted
by Government and commercial organisations. Our Intermediate |3 course @

and intelligence-driven investigations. Students undertaking courses
provided by Sorinteq may earn credits towards formal academic
qualifications such as Post Graduate Certificate, Diploma or MSc at the
university of Buckingham.

For further enquiries please email info@sorinteqg.com or call Sorinteq on
+44 (0)333 0063248.

Sorinteq provide all necessary training equipment including laptg
computers, internet connectivity, mobile devices and training

aterial.
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